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ABSTRACT

Failure recovery in distributed systems poses a difficult chal-
lenge because of the requirement for high availability. Fail-
ure scenarios are usually unpredictable so they can not easily
be foreseen. In this research we propose a planning based
approach to failure recovery. This approach automates fail-
ure recovery by capturing the state after failure, defining
an acceptable recovered state as a goal and applying plan-
ning to get from the initial state to the goal state. By using
planning, this approach can recover from a variety of failed
states and reach any of several acceptable states: from min-
imal functionality to complete recovery.

1. INTRODUCTION

Failure recovery in distributed systems is required to pro-
vide high availability to the users. However, many exist-
ing failure recovery techniques have a considerable period of
downtime associated with them. This downtime can cause
a significant business impact in terms of opportunity loss,
administrative loss and loss of ongoing business. There is a
need not just to reduce the downtime in the failure recovery
process but also to automate it to a significant degree in
order to avoid manual errors.

Failures in distributed systems can be unpredictable in
that they can leave the system in one of many possible
failed states. Further, there may be several different ac-
ceptable recovered states. These may range from configu-
rations providing minimal functionality all the way to com-
plete restoration of functionality. This combination of many
failure states with many recovered states complicates recov-
ery because it may be necessary to get from any failed state
to any recovered state. Computing the recovery path may
delay recovery and may cause the system to be down for
a considerable period of time. To counter this problem a
mechanism is required that can take into account the state
of the system after a failure and to search a way to bring
the system back to a chosen working condition.
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To further complicate matters, the failure of one compo-
nent can have ripple effects on other parts of the system.
Moreover, the ripple effect may not be obvious. One com-
ponent may fail and cause a dependent component to stop
functioning without clear symptoms of failure.

In the research described here, the goal is to automate
the failure recovery procedure in a distributed system using
Al planning. AI planning in combination with other tech-
niques and tools can be a powerful mechanism for the failure
recovery in distributed systems.

The main idea of our approach is taken from the Sense-
Plan-Act (SPA) mechanism in control systems. Sensing is
the detection of failure in a distributed system. There are
sensors and detectors in the system that provides the infor-
mation about the failure. Planning is a search mechanism
to find the steps needed to go from the failed state to a nor-
mal working state. A planner is used for this purpose. And
Acting is the execution of the plan on the actual system.
An actuator executes the plan on the system. In this paper
most of our discussion will be limited to the planning part
of the failure recovery process.

2. PLANNING AND FAILURE RECOVERY

AT Planning is useful in recovering from failures in dis-
tributed systems for a number of reasons. The first reason
is the wide spectrum of failure scenarios. In these failure
scenarios it is not practical to enumerate all possible types
of failures in a large system. Moreover, for each failure there
are a number of ways to recover from it based on the target
configuration of the system. Planning is used traditionally
in situations where it is not possible to enumerate all the
possibilities of moving from one state to another, and so
planning should be helpful in recovering the system from a
failure situation.

The second reason is the capability of planners to plan
from an initial state to a goal state given the semantics of
the system. In failure scenarios the initial state is the failure
state — the actual current state after the failure. The goal
state is the target configuration where the systems should be
after recovery. The planning process constructs the sequence
of steps needed for the system to move from a failed state
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a number of ways to recover from a failed state. Each one
has its own time, cost and resource constraints. By using
planning one can obtain a near optimum plan by specifying



priority matrices. True optimality, of course, may not be
achieved because of limits on the amount of time given the
planner to produce a plan.

3. OVERVIEW OF Al PLANNING

We will give a brief overview of Al planning in this section.
A detailed description of planning is out of scope of this
paper. Interested readers should look at [3] for a detailed
overview of automated planning.

In traditional AI planning, there are three artifacts re-
quired to find a plan: a domain that encodes the semantics
of the system, an initial state that describes the state of the
system at the present moment, and a goal state that de-
scribes the desired state of the system. The domain is fixed
and can not be changed at runtime. However, the initial
state and goal states are variable and are determined by the
state of the system after a failure. In order to standard-
ize the planning terminology and to exchange and evaluate
results, the Al planning community has developed a stan-
dardized language for defining the domain, initial state and
goal state. This language is called PDDL (Planning Do-
main and Definition Language) [7]. We will use a pseudo
version of this language to demonstrate our example. The
AT community has constructed a number of planners [5] that
use different heuristics to compute plans. The results from
each planner may be somewhat different for a given prob-
lem. However they all use the basic planning paradigm and
take as input a domain, an initial state and a goal state.

4. AN EXAMPLE SCENARIO

Before going into the details of how planning is helpful in
recovering from failures, we look at a simple scenario of a
distributed system.

In this scenario we have six non-client components de-
ployed on five different machines. These components form
a layered hierarchy based on inter-component dependencies.
These six components are a web server, two servlet engines,
two application server and a database. Moreover, there
are clients connected to the web server. There are inter-
nal clients that support customer service and maintenance,
and there are external clients supporting customers.

The distributed system is depicted in Figure 1. All the
rectangles represent machines where instances of these com-
ponents are working. All machines but one have a single
instance of the component working. The instances of the
servlet engine and the application server are not redundant.
They have distinct sets of servlets and EJBs respectively.
The application server also has a built-in servlet engine, but
in order to provide better performance, separate servlet en-
gines are installed. However, the built-in servlet engines in
the application servers can be used if required.

The types of failures possible in this system are failures
of the component or failure of the machine. In order to
demonstrate our approach we assume that our sensors and
detectors inform us about failure of machine 2. Further,
we make the assumption that the failure of machine 2 is
catastrophic and it can not be recovered in a reasonable
amount of time.

The failure of machine 2 has a number of effects on the
overall health of the distributed system. First of all the
servlet engine on machine 2 also fails because of the ex-
plicit physical dependency. Second, the servlet engine fail-
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Figure 1: A Simple Distributed System Example

ure causes a ripple effect preventing the application server
on machine 3 from delivering its functionality. Note that
the application server is still running but it is unable to re-
spond to any client requests because of its dependency on
the servlet engine. Third, there is a set of clients that also
lose their connection because of the failure. Other artifacts
in the system continue to work as normal; the failure is not
total.

The task of failure recovery is to bring the total function-
ality of the distributed system back online. The recovery
process must not impact existing performance and function-
ality in the other parts of the system.

In order to recover the system there are many configura-
tions that can be adopted. However, these configurations
have different cost, time and resource implications. The
goal of planning is to find the best alternate amongst these
configurations. There are two general classes of recovery
configurations that restore the system from failure taking
into account the complete loss of machine 2.

1. Deploy the servlets that were in the failed engine into
another servlet engine and connect that engine with
the web server. There are two choices for the alternate
servlet engine: either the servlet engine on machine 5,
or the built-in engines associated with the application
servers on machines 3 or 5.

2. Install a new instance of the servlet engine onto an-
other machine (i.e. 1, 3, or 4) and then start it and
connect it to the application server on machine 3.

The above failure recovery scenarios have different cost,
time and resource implications. It may also be the case that
we need a hybrid of the above approaches. This is espe-
cially true when there are some servlets that are critical and
that needs to be back up online as soon as possible, while
other servlets can wait for a certain period of time. More-
over, these target configurations require various steps to be
carried out in a specific order before the system reaches a
workable state. In order to make our discussion simple but
concrete we will only consider the last set of scenarios that



Objects{applicationserver machine webserver servietenging)
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Figure 2: A Subset of the Domain in pseudo-PDDL

assume that the lost servlet engine will be restarted on some
other machine and that all the lost servlets will be deployed
into that engine. The domain shown in Figure 2 can only be
used to achieve such configurations. The connection restora-
tion of the clients in the domain is not covered here.

5. THE USE OF PLANNING IN FAILURE
RECOVERY

In this section we will see how planning can be used to
recover from the above failure scenario. The three parts that
are needed for carrying out Al planning are the domain, the
initial state and the goal state.

5.1 Domain

The domain of the system is a static entity that is con-
structed before the distributed system goes into production,
and it can not be changed during the construction of a plan.
This is not a significant problem since the system architec-
ture is unlikely to change rapidly, so the domain need not

be changed unless the semantics of the system changes. It
should be noted that the addition of new instances of exist-
ing components into the system usually will not affect the
domain.

A subset of the domain for our example system is depicted
in pseudo-PDDL in Figure 2. The domain description has
three parts: predicates, functions and actions.

Actions generally correspond to the interfaces in present
day ADLs [8]. Actions are the set of operations that can
be executed on the system. FEach action has a duration.
The duration is defined as a function in the functions list.
The numerical value of the duration is specified in the initial
state. The preconditions of the actions are a set of logical
expressions over the predicates and functions. In general
all preconditions that involve a number are defined using
functions and all preconditions that are boolean are defined
using predicates. Predicates also serve the purpose of spec-
ifying the state of each component in the system (i.e., the
equivalent of ground assertions in, say, Prolog). All predi-
cates by default are false unless specifically asserted in the
initial condition.

An action can only take place if the desired preconditions
are fulfilled. If the preconditions are not fulfilled additional
actions must be taken to fulfill those preconditions. Each ac-
tion has a set of effects. The effects are represented in terms
of functions and predicates also. The effects may change a
boolean value of a predicate or change a numerical value in
a function. The effects in general represent the new state of
the system.

5.2 Dynamics of the Planning Process

The non-static elements of planning are the initial state
and the goal state of the system. They are dependent on
the individual scenario, so they must be constructed at run-
time. Since a failure has a ripple effect in the system, a
preprocessing step is required to compute the set of other
components affected by the failure. After this preprocessing
the initial and goal states are constructed and given to the
planner to find a plan (a sequence of actions) to get from
the initial state to the goal state.

The basic procedure for applying planning to a failure is
as follows.

1. Check if a component has failed. This can be done
either by polling of machines and components, or by
some form of event notification.

2. For the failed component (including machines), calcu-
late its ripple effect using a dependency model.

3. Construct the “system model” for each of the failed
components. The system model is a set of predicates
and functions describing the component’s current state.
The system model becomes part of the initial state for
the planner.

4. Choose the goal configuration.

5. Invoke the planner with the domain, initial and goal
states as input and obtain a plan in return.

6. Execute the plan for system recovery

Steps 1, 5, and 6 have been discussed elsewhere [1]. The
focus here is on steps 2, 3, and 4.



5.3 Dependency Model

A dependency model is used to check the extent of damage
after a failure. It is represented as a graph that determines
the dependencies amongst the components. The dependen-
cies also take into account the states of the component in
which the dependency becomes effective. For example the
applications server and servlet engine are dependent on each
other because they need to be connected for the dependency
to be effective. However, they can not be connected unless
both of them are in a started state. If the connection is
lost then both of them will change state and the depen-
dency will lose its effectiveness. The dependency will still
hold, however, and in order for the system to work normally
the dependency must be restored. The dependency model
also takes into account hardware dependencies such as the
machine or network availability. This means that the hard-
ware resources in the system are also part of the dependency
model.

The dependency model is traversed to make a list of the
components affected by the failure. For each component
the state and present properties are calculated. This infor-
mation classifies the components into three sets. 1) Failed
components are the ones that have totally lost their func-
tionality and must be restarted; 2) Affected components are
the ones that are affected by the failed components and can
not deliver any functionality, however, they are in a ready
state and need not to be restarted; 3) Normal components
are the ones that are not affected by the failure.

This information is used to develop a system model. This
is a list of the components classified according to the three
sets along with the properties of the components such as
version and start-time, and along with the present state of
the components.

This system model is then used to fill the initial state of
the system (Figure 3). The critical thing to note is that if
a planner is given more information, it will have a bigger
search space, and this means it will take more time to find a
plan. Therefore, it is necessary to construct an initial state
that has the minimal set of information needed for recon-
figuration. Each of the three sets of components will have
differing amounts of information included in the initial state.
For the failed components all the information is provided.
For the affected components a smaller amount of informa-
tion is provided and for the normal components very little
information is provided.

5.4 Initial State

The initial state (really the current state) contains the
list of all the components present in the system, their names,
state and properties (asserted functions and predicates about
the current state of the component). For instance the func-
tion MachineRAM (machineName) in the domain will spec-
ify the RAM available on a certain machine as =(Machin-
eRAM(machinel) 512)) in the initial state.

5.5 Goal State

The goal state is the desired configuration after the failure.
There are two ways in which a goal state can be represented:
Implicit State and Faxplicit State. In an implicit state the
predicates that need to be true are specified in the goal
state and it is up to the planner to find the best configuration
possible and the best set of steps to reach that configuration.
In an explicit state, however, an explicit configuration is

Initial State and Goal Srare

Ohjects
applicationserver] — applicationserver,..
servietengine? — servietengine..,
wehserver — webserver
database — database
machine! — machine..,
Imit
machineStarted{machinel )
machineFailed{machine)
machineStarted{machine3)
(machineR AM{machinel) 312)
(machineR AM{machine3) 1024)
(machineR AM{machined) 1024)
(machinel DK {machinel) 1.4.2)
machinel DK({machined) 1.3)
(machinePlatform({machinel) Unix)
(machinePlatform({machine3) windows2k)
servietEngine Working( servletengine?)
applicationServerWorking(applicationserver2)
databaseWorking(database)
Goal
servietEngine Working(servletenginel )
applicationServerWorking(applicationserverl)
Metric

Minimize Total-time

Figure 3: A List of Components and Machine, Initial
State, Goal States and Metric in pseudo-PDDL

given and the planner’s job is to select the best set of steps
to reach that defined explicit configuration.

In the case of failure scenarios the state of the system
is somewhat chaotic, so it may not be possible to have a
explicit configuration and/or the resources to reach it. In
failure scenarios, therefore, it is best to have an implicit
configuration and let the planner decide the best alternate
configuration. Remember that the goal is to bring the sys-
tem back up online as soon as possible. The configuration
chosen by the planner may be less than optimal but may be
achieved in a relatively short span of time.

The implicit goal state consists of the truth values of the
predicates that show the working state of the system. There-
fore, the predicate servletEngine Working(servletenginel) is
the goal that will construct a plan to make this predicate
true. While constructing the plan the planner takes care of
the metric specified with the goal condition. If the metric is
minimize total time, it will try to find a plan that minimizes
total time.

5.6 Plan

A plan is a partially ordered set of steps to move from
the failed configuration to the working configuration. The
plan lays out the steps with the time they should begin. The
timeline of the steps is mostly dependent on the dependency
on other actions and/or availability of the resources.

In most planners one can specify how much time the plan-



ner has to find a plan. The plan found by the planner may
not be the best, but it gives a plan that brings the system
back online. If the planner finds a plan before the finishing
time it gives out the plan but continues to try to find a bet-
ter plan in remaining time. Usually the more time one gives
to the planner the better it performs.

6. DISCUSSION

Planning can be used to automate the failure recovery
in distributed system. However, the most difficult part of
planning is defining a useful domain. Most of the time spent
in designing a planning application involves making a thor-
oughly tested domain. To get better plans, the domain must
be constructed taking all the semantics of the system into
account. The domain itself is static and it is not easy to
change it once the distributed system goes into production.

Failover capabilities are present in distributed systems in
terms of network dispatcher and databases. The network
dispatcher in a distributed system is used for the failover
situations. However, in cases of disaster where most of the
machines fail the network dispatcher can not do much to
mitigate the failure scenario. Moreover, the network dis-
patcher itself may fail. Planning is useful mostly in disaster
situations where most parts of the distributed system are
not able to function.

Databases also often provide failover capability in a high
availability mode. In this mode there are two instances of
the database running concurrently. If the primary one fails
for some reason the secondary one takes over. This ap-
proach is not geared towards the high availability mode of
databases. We think that this approach is useful at the mid-
dleware level where the automated recovery of failure is still
a problem.

Furthermore, for a distributed system where there is a
single point of failure, the network dispatcher and databases
failover mechanisms have limited use.

7. RELATED WORK

Failure recovery in distributed systems is related to the
classical problem of dynamic reconfiguration in distributed
component based systems [6, 11]. However, using planning
for this purpose is relatively a new technique [1]. More-
over, recently there are planners developed specifically for
deployment and reconfiguration [5].

Another area related to failure recovery is disaster recov-
ery. A disaster is a critical failure in a distributed system
which results from natural disasters etc. There are guide-
lines for recovery in such scenarios from NIST [9] and other
companies like IBM (Tivoli Products) which outlines plans
for disaster recovery. However, most of these plans are man-
ual procedures.

Moreover, research has also been conducted on use of
ADLs in dynamic runtime evolution of architecture which
can be used in failure recovery also [10, 4, 2].

8. CONCLUSION

We have used planning successfully in the deployment and
dynamic configuration of distributed systems [1]. In this
work our focus was on the use of planning in the failure re-
covery scenarios of distributed systems. Based on our expe-
riences we believe that planning can be used in automating
the failure recovery in distributed systems, and that it will

perform significantly better than existing manual or stati-
cally automated approaches.
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